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ABSTRACT 

With the tremendous growth of internet services, websites are becoming indispensable. When the number 

of users gets increased accessing the websites, the performance of the server gets down. Due to much 

burden on the server, the response time gets delayed.  When the process becomes slow, the ratio of the 

users accessing to the site also goes down. Apart from this, it may also happen due to the attack of 

Hackers. We have implemented a special kind of technique to recognize the attack carried out by the 

hackers and block them from using the site.  This is termed as Denial of Service and thus is carried out 

among the web users and is commonly referred to as Distributed Denial of Service (DDoS). To improve 

server performance and deny the accessibility permissions to the hackers are proposed in this paper.   
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1. INTRODUCTION 

In this modern computerized world, large number of new technologies has been emerging. 

Websites are the common source through which they are made accessible to all. 

Websites have the web server which processes the clients’ request and send the response to 

them. The websites become popular either by most of the users access to this site or it may 

contain most useful information relevant to the users’ needs. When the websites become 

accessible to large number of users it may sometimes lead to overload for the server. The result, 

the performance of the server goes down.  When server performance is low, the response time 

for the client’s request gets increased.  So the accessibility of the website becomes reduced.   

This is how the website competitors make the site less popular by making its performance very 

slow. It may also be done by other users to waste the server bandwidth. This kind of 

performance degradation is termed as Hackers or Intruders. Thus they make the website not to 

be used by the users. This may be carried out by one of the following ways: 

 By sending the request continuously with less time intervals. 

 By opening the website and refresh it unnecessarily. 

 By using some automation protocol (QTP protocol), access the website to be processed 

automatically. 

Thus by using any one of these ways mentioned above, the intruders will hack the performance 

of server.  When these happen continuously, the users can’t get better response time, since the 

server can’t identify the right response from the right users.  It just accepts all requests, stores it 

in queue and sends the response continuously.  Thus the hackers will perform faster and thereby 

reducing the performance quality of the server. 

AN EFFECTIVE PREVENTION OF ATTACKS USING GI 

TIME FREQUENCY ALGORITHM UNDER DDOS 
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Thus to tackle these problems, we have proposed a new technology of DDoS(i.e.) to deny the 

access of the intruders to the website, we have to implement the Distributed Denial of Service 

technology in a new manner.   

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is 

an attempt to make a computer resource unavailable to its hackers who prevent the efficient 

functioning of the sites.  

Attempts are made to detect and prevent the intrusion of the hackers to the websites, the DDOS 

attack technique is carried out. This technique increases the server performance by preventing 

the intruders from making any intrusion.  

2. RELATED WORK 

The inter-domain packet filter (IDPF) to mitigate the level of IP spoofing on the internet was 

proposed in the paper [1]. IDPFs are constructed from the information implicit in BGP route 

updates and are deployed in network border routers.  And also they proposed and studied an 

inter-domain packet filter (IDPF) architecture as an effective countermeasure to the IP spoofing-

based DDoS attacks. IDPFs rely on BGP update messages exchanged between neighboring as is 

on the Internet to infer the validity of source address of a packet forwarded by a neighbor. It is 

stated that IDPFs can be easily deployed on the current BGP-based Internet routing architecture. 

Distributed Denial of Service (DDoS) attacks pose an increasingly grave threat to the Internet, 

as evidenced by recent DDoS attacks mounted on both popular Internet sites [3] and the Internet 

infrastructure [2]. Alarmingly, DDoS attacks are observed on a daily basis on most of the large 

backbone networks [4]. 

One of the factors that complicates the mechanisms of policing such attacks is IP spoofing, the 

act of forging the source addresses in IP packets. By masquerading as a different host, an 

attacker can hide its actual identity and location, rendering source-based packet filtering less 

effective. It has been shown that a large part of the Internet is vulnerable to IP spoofing [5], [6]. 

Recently, there is anecdotal evidence of attackers to stage attacks utilizing bot-nets1 [7]. In this 

case, since the attacks are carried out through intermediaries, i.e., the compromised .bots, it is 

tempting to believe that the use of IP spoofing is less of a factor than previously. However, 

recent studies present evidence to the contrary and show that IP spoofing is still a commonly 

observed phenomenon [8], [9].Man-in-the-middle attacks, such as variants of TCP hijack and 

DNS poisoning attacks [10], [11], are carried out by the attacker masquerading as the host at the 

other end of a valid transaction. 

In [12], Li et al., described SAVE, a new protocol for networks to propagate valid network 

prefixes along the same paths that data packets will follow. Routers along the paths can thus 

construct the appropriate filters using the prefix and path information. Bremler-Barr and Levy 

proposed a spoofing prevention method (SPM) [13], where packets exchanged between 

members of the SPM scheme carry an authentication key associated with the source and 

destination AS domains. 

The idea of IDPF is motivated by the work carried out by Park and Lee [14], which was the first 

effort to evaluate the relationship between topology and the effectiveness of route based packet 

filtering. The authors stated that packet filters that are constructed based on the global routing 

information can significantly limit IP spoofing when deployed in just a small number of ASes. 

In this work, they extend the idea and demonstrate that filters that are built based on local BGP 

updates can also be effective. 

Unicast reverse path forwarding (uRPF) [15] requires that a packet is forwarded only when the 

interface that the packet arrives on is exactly the same used by the router to reach the source IP 
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of the packet. If the interface does not match, the packet is dropped. While simple, the scheme is 

limited given that Internet routing is inherently asymmetric, i.e., the forward and reverse paths 

between a pair of hosts are often quite different. In Hop-Count Filtering (HCF) [16], each end 

system maintains a mapping between IP address aggregates and valid hop counts from the 

origin to the end system. Packets that arrive with a different hop count are suspicious and are 

therefore discarded or marked for further processing. 

The Bogon Route Server Project [17] maintains a list of bogon network prefixes that are not 

routable on the public Internet.  Recently IP trace-back mechanisms based on probabilistic 

packet marking (PPM) have been proposed for achieving trace-back of DoS attacks.  

Effective mitigation of denial of service (DoS) attack is a pressing problem on the Internet. In 

many instances, DoS attacks can be prevented if the spoofed source IP address is traced back to 

its origin which allows assigning penalties to the offending party or isolating the compromised 

hosts and domains from the rest of the network. Recently IP trace-back mechanisms based on 

probabilistic packet marking (PPM) have been proposed for achieving trace-back of DoS 

attacks.  

In the paper[18] shows that probabilistic packet marking—of interest due to its efficiency and 

implementability vis-`a-vis deterministic packet marking and logging or messaging based 

schemes—suffers under spoofing of the marking field in the IP header by the attacker which can 

impede trace back by the victim.  

It shows there is a trade-off between the ability of the victim to localize the attacker and the 

severity of the DoS attack, which is represented as a function of the marking probability, path 

length, and traffic volume. The optimal decision problem—the victim can choose the marking 

probability whereas the attacker can choose the spoofed marking value, source address, and 

attack volume—can be expressed as a constrained mini-max optimization problem, where the 

victim chooses the marking probability such that the number of forgeable attack paths is 

minimized.  

It also shows the attacker’s ability to hide his location is curtailed by increasing the marking 

probability; however, the latter is upper-bounded due to sampling constraints. In typical IP 

internets, the attacker’s address can be localized to within 2–5 equally likely sites which render 

PPM effective against single source attacks. Under distributed DoS attacks, the uncertainty 

achievable by the attacker can be amplified, which diminishes the effectiveness of PPM. 

Denial of service (DoS) is a pressing problem on the Internet as evidenced by recent attacks on 

commercial servers and ISPs and their consequent disruption of services [19]. DoS attacks [20], 

[21], [22], [23], [24], [25] consume resources associated with various network elements—e.g., 

Through servers, routers, firewalls, and end hosts—which impedes the efficient functioning and 

provisioning of services in accordance with their intended purpose. 

A number of recent works have studied the problem of tracing the physical source of a DoS 

attack [23]. Several types of DoS attacks have been identified [19], [21], [23],[24] with the most 

basic DoS attack demanding more resources than the target system or network can supply. 

Resources may be network bandwidth, file system space, processes, or network connections 

[23]. While host-based DoS attacks are more easily traced and managed, network-based DoS 

attacks which exploit their accessibility of the TCP/IP protocol suite represent a more subtle and 

challenging threat [23]. Network-based DoS attacks, by default, employ spoofing to forge the 

source address of DoS packets to hide the identity of the physical source [25].  

During a DoS attack, an attacker may try to gauge the impact of the attack using various service 

requests including them and ICMP echo requests. Thus, logging of such events and activities 

can disclose information about the attacker’s source. The victim uses information inscribed in 

packets to trace the attack back to its source. In both methods, overhead in the form of variable-
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length marking fields that depend on path length or traffic overhead due to extra messaging 

packets are incurred. 

Probabilistic packet marking [23] achieves the best of both worlds—space efficiency in the 

form of constant marking field and processing efficiency in the form of minimal router 

support—at the expense of introducing uncertainty due to probabilistic sampling of a flow’s 

path. The latter has two important, and opposing, effects: (a) discovery of correct path 

information by sampling which aids the victim’s objective of trace-back, and (b) injection of 

corrupted information by the attacker.  

In the latter, with a certain probability a packet—however formatted by the attacker—will travel 

through untouched, and can impede the victim’s ability to identify the true attack path. More 

generally, the number of forgeable paths that are from an information-theoretic point-of-view 

indistinguishable with respect to their validity from the true attack path can further render 

source identification difficult if their numbers are large. 

Paper [18] shows the critical issue —the attacker’s ability to inject misleading information—and 

give a comprehensive analysis of the effectiveness of PPM under single-source and distributed 

DoS attacks, complemented by numerical evaluations. They remark that PPM is not perfect and 

suffers under two additional they access (they are not unique to PPM, however, and are shared 

by the other approaches).  

First, PPM is reactive in the sense that damage must occur before corrective actions— including 

source identification—can be undertaken by the victim.  Second, PPM does not scale they all 

under distributed DoS (DDoS) attacks in the sense that the more hosts an attacker is able to 

compromise and use as a distributed attack site, the greater the effort needed (approximately 

proportional) to identify the attack sites.  

Firewalls offer a protection for private networks against both internal and external attacks. 

However, configuring firewalls to ensure the protections is a difficult task. The main reason is 

the lack of methodology to analyze the security of firewall configurations. IP spoofing attack is 

an attack in which an attacker can impersonate another person towards a victim.  

3. METHODOLOGY 

3.1. Proposed Method 

The aim of the proposed method is to develop an efficient method in order to deny the services 

to the hackers and improve the server performance using the DDoS technique.  

This is summed up below:  In order to detect the intruders, the entry of all users and their 

activities are maintained as history.  The history also contains the information about the users 

with their corresponding entry time, date and their accessing site.  Based on the history, we can 

identify all the users accessing the server. 

Each user entering the internet is assigned a unique IP address.  This IP address is also stored in 

the history along with the users’ entry details.  Based on this IP address, we can identify the 

particular user.  This identification is successfully done by grouping the IP addresses from the 

history and count the number of occurrence of the same IP address under the same date.   

If for example, the same IP address such as 192.323.2.3 is found occurring repeatedly under the 

same date, then their time of entry into the site is retrieved correspondingly and counts the 

number of occurrence.  Thus we identify the user who utilizes the site for the maximum number 

of times on the same day.  
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The next step is to determine the time frequency of that user using our proposed algorithm 

named GI (Group Intruders) Time Frequency Algorithm. The time frequency is determined 

by calculating the time difference between the each entry time by using the relation, 

 

 

                                     Tij = tj – ti                     � (1) 

where, 

Tij is the difference between the time tj and ti. 

tj and ti are the time in ith and jth entry of the user. 

After calculating the time difference between each set, the average mean time difference is 

determined by using the relation, 

Tm = ∑∑∑∑ Tij                                     � (2) 

where, 

Tm is the mean time difference calculated from the sum of all time difference Tij.  

While calculating the mean time difference, the frequency is calculated by dividing the mean 

time by the number of times occurred.  The relation is shown as below: 

 

Tf = Tm / n   � (3) 

where, 

Tf  is the time frequency calculated. 

Tm is the mean time difference found using the relation (2) n is the number of time the particular 

IP Address occurred. 

A frequency limitation is set by us as N and now, the calculated time frequency is compared 

with this N frequency.  When the calculated frequency is greater than the N frequency, then that 

IP address is treated as Hackers IP address and so the user is added to Intruders List to prevent 

their access further.   

The IP address in the Intruders List is maintained permanently in order to check the upcoming 

user.  If the user in the list tries to enter again, then the access permission is denied by not giving 

any response to that kind of users, using the DDoS mechanism.  If other users enter into the site, 

the history is maintained in order to determine their performance.   

The proposed method consists of a GI Time Frequency algorithm.  All the required validation 

processes will be taken in consideration by the proposed method.  The following provides the 

description about the proposed method. 

3.2 GI Time Frequency Algorithm 

Begin 

Maintain the Intruders List, I  

Maintain the History of the user, H 

User Entered into the site, User. 

Get the IP Address, Date, Time of the user and store the details in the history, H. 

if (User.IP == I.IP) 

{ 

 Type = “Existing Intruder” 

 Print: Access Denied. 

 Break 

} 

Else if (User.IP == H.IP) 
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{ 

if (User. Date == H.Date) 

{ 

 Type = “New Intruder” 

} 

} 

if ( Type == “New Intruder”) 

 

 

{ 

 Get the time from the history for the User.IP 

 Calculate the time difference, Tij = tj – ti       

 Calculate the average mean time, Tm = ∑∑∑∑ Tij             

 Find the number of occurrence, n.         
Calculate the time frequency, Tf = Tm / n 

 Find the Maximum frequency, N. 

 if (Tf > N) 

 { 

     Add the User.IP to the Intruder List, I 

     Print : “Access Denied” 

} 

} 

Else  

{ 

 Accept the request from the User.IP 

 Send the response for the request. 

} 

End 

 

3.3 Algorithm Explanation 

The GI Time Frequency Algorithm is used to group the intruders under the Intruders list and 

thus prevent them from accessing the website. First step of the algorithm is to maintain the 

history of the user and the intruders list.  When the user enters into the site, the details are 

collected and added in the history.  Then the details are matched with the intruders list.  If the 

match returns true value, then the user is treated as intruder and the access is denied. Otherwise, 

the details are matched with the history for finding the occurrence of the same user under the 

same date.  If this returns true, then the time frequency is calculated.  The time frequency is 

compared with the maximum frequency.  If the calculated time frequency exceeds the maximum 

frequency, the user is added to the intruders list.  Otherwise, their request is accepted and the 

response is provided to the user. Thus the GI Time Frequency provides a better method to block 

the intruders from accessing the web page. 

 

3.4 Flow Chart 

The diagrammatic representation of the flow of the GI Time Frequency algorithm is given as a 

flowchart below: 
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Figure-1 Process Flow of the Algorithm 

4. EXPERIMENTAL RESULTS 

The experimental results of this paper are carried out by taking a set of intruder list and the 

website.  The browser maintains the history of the user and at the same time the details of the 

history are tabulated with the fields such as Date, Time, and IP Address.  Based on the IP 

Address, each incoming user is analyzed.    

Get the IP Address, 

Date, Entry Time 

User enter into 

the Site 

Maintain the history and 

the intruders list 

Is the IP 

Address, date 

in the history? 

Calculate the time 

frequency 

Time 
frequency > N 

Is the IP 

Address in the 

Intruders list? 

Store the details in the 

History 

Access Denied 
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When the new user enters into the site frequently, the algorithm is implemented to determine 

whether the user is intruder.  If not, proper response is provided to the user.   

The experimental setup is carried out with two different situations.  At first, the experiment is 

carried out without any intrusion detection or any DDoS prevention.  In that situation, normal 

performance of the web server is found and noted. When the intruders are allowed to access the 

site, the performance in this situation is also calculated and noted.   

At the second part, the intruder list is maintained and checked the user with the list.  If the 

intruders are found, the access is denied by implementing the GI Time Frequency Algorithm.  In 

this situation, the web server performance is noted.  And thus the comparison is made between 

the two experimental setups. This helps the users to determine the efficiency of our proposed 

algorithm named as GI Time Frequency Algorithm.   

Thus the implementation of the DDoS to prevent the server from accessing the server and lower 

the performance of the server is meted out successfully in this system. 

5. CONCLUSION 

The aim of the paper is to propose a method to detect the intruders accessing the website 

unnecessarily minimizing the performance ratio of the server. Such intruders are detected using 

a special technique which is proposed in this paper, and their access is prevented by using the 

DDoS technique.   

A special algorithm named GI Time Frequency Algorithm is implemented in this paper to group 

the detected intruders and prevent them from accessing to the website and thereby the quality of 

the server performance is maintained.  
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